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s The testimony row belng presented vefore, end the resulits

being produced by, the Joint Congressional Ynvastigstion of the
sas yurpriss atisok on Pearl Harbor on 7 Desasber 1941, are being
widely publioised throughout the nation snd the wordd, ‘fhim teoti-
motyy #nd the results of the investisation wil} hava a very
ixportant diraect sffeat upon our future sativities, also
sffect the War Depirtment as & whole, ths Mavy Dupu—Lmn;{, State
Bepartasit, aod other govarnmontel departrants. Thay say, in fact,

rings on future Axge-&wy relations, as well as Unlted Staton-

tish rolations in the svesunigations intelligence field,

2. If aertain phases of, or Unes of questicordng followed in
the invostirzation ace based upon sorioum alsconceptlons, misupprebensions,
and sisunderstandines relating to sryptolozic seisnce, sa socms stvisusly
to bo tho oase, than it spranwra o be lsportant to try to resove tiw
baaie for thon fnsofar as possible, by sdopting a course of action
1ikely to bring a better u.ndentanﬁjng of the basio philosophy and
tsohnigues upon which oryptelogic solenca reocts.

3. 8ome of the misconceptions referred to in paragrarh 2 are
as followgy

. That hundraeds of mesoapes offercd in evidente gonstitute
docuzents the availability of which ia to be taken as & matter of
ROTEAL totancy; that it should and can ba taken for granted that
the aol:t‘.gon of oryptosracs in samething that can be sghieved under
all aircuastanoces; that the and Bavy socaunications intellirence
ssrvines should and oan alwys wpeoted to be successflul in dolng
8¢ becauns Lt is normal to axpect tham to do wo,

b. That the reason for trying to sippress a1l the faots
soncarning the Pearl Marbor disustor waz purely ticaly that there
wa# no sound reason, other than politiocal, why the facts soncorme
$ng the digaster should not have beson diaglosed taly or moon
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after the eventy moreover, thai even al thie late date there is no
Féa#on dthor than politieal for withholding sertain faots, because
thers is no further need for sagrecy sbout sny sspects of the disaster;
finally, that no harm whatever can come from & full and complste dis-
slosure of all the facts.

, o, That cryptanalytlc processing can be conducted ot & prow
ductlion lins assenbly basis -~ the raw mmterial can be inserted at one
end of the line, and finished intalligence emsrges at the other,

d. That the solution of the Japeneso codes must have been &
relatively simple job, Judging from certain of the messages entered
in evidence, such ax the Trans-Pasific Telephone messsges, the Winda
fode messages, stc,

¢. That the Army and the Havy were delinquent in tranalating
certain messages, and that there were mmercus avoldable delays; this
leads Lo the misconception that the business of solving and sransiating
¢ryptogramas is now as simple as, or only & little mors compliocated
than, reading the dally newapaper, ,

£, That informatlon that might have been ment to the Com-
manderg in the flald but was withheld was so treated because of serious
apprehonsions regarding the security of Army and/or Navy cryptographie -
systens.

g+ That the Army oryptographic aystemz are far inferior in
geturity to the Navy systeas,

h. That no sede or vipher can hereafter be truated; that they
#an all be read and read quickly by wxpertsj that therefors, apprehen-
sions as to the security of our highest govermmental aomun{cationa
are warraanted,

4. YThat the information derived from cormunications intelli.
gence was improperly handled bafore Pesrl Harbor, and therefore, it
was probably improperly handled aftor that disaster, so that the con-
tribution of sxmunications intelligence toward the ultimate viatory
snst have heen guits insignificant. '

J» That a world.wide apy systenm would produce a grester
quantity of reliable intelligence than comaunications inte noe
can produag,

ko ‘That the molutlon of some oryptogracs involves slight-of
hand, legerdemsin, mystical processss and guess-work; that one can
nevar bs sure of the validity of the transiatlion of a sryptogramj
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that the science of eryptanalysis does not rest wpen the same secure
foundation that other sciences rest upon, and that therefors, the
¥alidity of the results of cryptanalysis cannot be demonstrated and
provad, as can the rasults of other sclentific work,

1. 'That building up a staff of cryptanaiytic axperts is a
simple natter, to be taken as a matter of course becauss there are
in oivil 1ife experts availsble in all flelds of knowledge, insluding

oryptography and eryptanalysis,

m, That govermmental sryptanalytlc activities during peace-
time can be conducted in the same manner and on the sams basls thab
all other governmental solentific activitles are ¢onducted, whareas,
as a matter of fact, from 1930 to 7 December 1941, the goverrment
itself, by engaging in intercept and cryptanalytio work, conspired
to violstes the law by inducing and hiring people to enter upon
aotivities which are under our present laws oriminal offenses, and
which made svery member of the communicatlons intelligoence services
of the Army and the Navy subject to heavy finas and Imprisonment.

If anybody wanted to make a test cass, 1t would have bsen possible

to prosscute and pocsibly conviet all members of those services during
the perlod indicated becauss they themselves did or causad othars to
perform the following acts: interception, solution, translation, and
dissenination of the very messag:s introduced in av{dence in this
huring;

n. That the obtaining of the raw material for cryptanalysis
is an eany mattorjy that the interception of all radioc traffie is an
easy matter; and that the obtaining of cable and wire traffic is to
be tzken for granted at all times, whereas, as a mattar of fact, it
is decidedly glegal under our prssaent laws to do sny one of those
things in peacatire,

4s It is unnecsssary here to set forth in detall the facts which
Yy be adduced to combat the misconceptions listed in paragraph 3.
these facts are well lnown to those who have had the advantage of daily
¢ontact with the work of and the results obtained by the coamunications
intellicence services. But Lhase facts are not so well known or clear
to the mambers of the Joint Comities or to its Counsel, To glve thenm
sn opportunity to learn these facts would be conducive to the public
interest. It would obviously not be necessary to spread the facts on
the front pages cf the newspapars of the country; but by glving the
Cormittes and its Counsal a bettar conception, appreaclation, and under-
standing of cryptography amd eryptanalysias, it is possible that the
serious danger to the future sontinuity and suctesa of our eormunice-
tions intelligence services that will result from a full disclosure
of all the facts may be nminimixed.
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$. There is an additional reamon for *educating” the Committae

and its Counsel. No matter what happens from now on in the Pearl
Herbor investigatlon, sufficlent information concerning oryptanalysie
has slready been disclesed to put every government in the world an
guard against the comminiocations intelligence wervices of all other
governments. They are going to look into and lmprove their crypto-
graphic techniques and methods, with the »ésult that we may now look
forward mcre or less apprehensi vely to the time, within a few years,
when our success in the cryptanalytic field wil i be a glory of the
pest. This will be the case unless we are pravided with the means
for expanding our research to the cxtg_q t made negenaarg bf the very

sglosures of the present Investigation. e naed to do more
work ihan ever before, There are on the Comuittes members of Congreas
who will be in a position to help us obtaln the necessar % eg;slstion
%&Qﬁ to support our work. By "educabting” them we wil elp oux
sSelvVen.

&. It is therefors recommended that steps be taken as soun as
possibla to invite the whole Committes and its Counsel, togethor with
the new Chief of Staff and the Sgoretary of war, to visit this station
and to make a tour of its activities for their better orientation in
gryptology. And the psychological time to do this is %, not aix
months from how, ¥or we gould not only eapitaliss on undoubtedly
good h‘xereuion which (eneral Marghall will make on the Committes, but
aleo take advantage of the gircumstance that the (ounsel of the Com-
mittes now appears to be surfeited with the uninformed line of questione
ing followed by oertain members of the {(Jommitties,

¥W. PRESTON CORDERMAN
Brigsdier General, USA
Chisf, Army 3gcurity agency




